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Bdo cdo tong hop noi dung 26/27 bai trinh bay cé tai liéu cong khai (tinh dén 15/09/2026;
tham luan #11, Apple Secure Kernel, la nghién cttu dang thyc hién nén khéng céng bo slide),
duwoc té chirc lai theo 6 chut dé. 5 bai c6 ban cdp nhat v1.1 tir ban to chitc; ndi dung bdo
cdo c@p nhat theo ban mdi nhdt va ghi nhan khdc biét tai muc "Nhat ky cdp nhat". So liéu,
CVE, link trong bdo cdo dugc trich nguyén trang tw slide.

Muc luc theo chu dé

1. Chu dé 1 - Boi cdnh & chién lugc phong thd trong ky nguyén Al (#1, #9)

2. Cht dé 2 - BAo mat Al & Agent: tdn cong va kiém soat (#2, #3, #18, #23)

3. Chu dé 3 — Agentic Al vin hanh SOC & phat hién (#4, #7, #10, #24)

4. Chu dé 4 — AI Agent trong cong tac phan tich & khai thac 16 hong (#5, #16, #20, #22, #26)
5. Chu dé 5 — Nghién ctru tdn cong chuyén sau (#6, #12, #14, #15, #21, #25)

6. Chu dé 6 — Ma doc, ha tang C2 & diéu tra (#8, #13, #17, #19, #27)

Tong hop ngan gon theo chi dé
Mobi bai c6 tém tat 3 cAu (ndi dung / van dé giai quyét / két qua). Bim vao tiéu dé dé doc
phan tom tat chi tiét twong &ng.

Cht dé 1 - Boi canh & chién lwgc phong thi trong ky nguyén Al

#1. AI Nguon M& va moi quan hé giira Al tao sinh va s& hitu tri tué TS. Lé Trung Nghia
(InOER, AVU&C)
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Bai trinh bay vé khai niém AI Nguén Mé& theo dinh nghia OSI (4 ty do: St dung, Nghién
cltu, Stra d6i, Chia sé) va moi quan hé gitta Al tao sinh vdi s& hitu tri tué dudi géc nhin
phép ly Viét Nam. Van dé dugc dat ra la rdi ro vi pham ban quyén va SHTT khi &ng dung
AL trong b6i cAnh Luat Tri tué nhan tao 134/2005/QH15, B luat Hinh sy biéu 225 va Cong
dién 38/CD-TTg siét chat ché tai, cing tinh trang Viét Nam nam Top 10 quoc gia dung
phan mém lau. Két ludn dwa ra 1a nén ing dung va phat trién AI Nguén M& (kém khung
MOF cuda Linux Foundation va chi s6 minh bach dit liéu AIDTI) dé hé AI tuan tha luat va
tranh 'xy nha trén méng ctia nguoi khac'.

#9. T thach thitc An ninh mang dén nghién ciwu va d6i méi D6 Pinh Hudn (VinSOC)

Bai chia sé cach mot don vi security mgi thanh 1ap bdo vé mot hé sinh thai da van hanh
nhiéu thip Ky (42.000+ thiét bi, 900 hé théng, 6 quoc gia) khi tdc dd Khai thac 16 héng da
chuyén tir 'ngay' sang 'gio". Van deé cot 16i 1a cudc chién phi d6i xitng: chi phi tdn céng tién
vé gan 0 nho Al trong khi chi phi phong thi khéng gidm, khién chién lugc 'mua thém,
trién khai thém' cham tran. Ké&t qua 1a mo hinh 3 don bay da kiém ching: threat
modeling & giai doan thiét ké (gidm 40% 16 hong lip lai), 312 Security Champions ty phat
hién 2.000+ 16 hng khong ting bién ché, va nhan ban chuyén gia qua kho tri thitc + Red
Team d6i khang khép kin vong cdi tién.

Chll dé 2 - Bdo mat Al & Agent: tan cong va kiém soat

#2. MIND INCEPTION - Ai Pang Piéu Khién AI? Nguyén Thily Hang, Nguyén Ditc Kién
(VCS AILAB % AI4LIFE)

Bai trinh bay nghién cttu red-teaming khién moé hinh AI ty két luan mot webshell 1a file
sach (CLEAN) thong qua k¥ thudt 'ty sinh ngit cAnh danh lira chinh mé hinh' trén OpenAl
gpt-0ss-20b. Vin dé dugc nghién citu 1a khd nang diéu khién gian ti€p hanh vi LLM khéng
qua prompt tryc ti€p, dua trén gid thuyét 'mot chudi da trng dugc sinh ra 1a mot chudi da
dugc toi wu xac sudt'. Két qua: k§ thuat MIND INCEPTION dat ASR 49,6-100% trén 10 m6
hinh open-weight (vugt xa Raw prompt =0% va CoT), trace con chuyén giao chéo gilta
cac mo hinh (84-100%), cho thay khong gian xac suat cia cac LLM hién nay da hoi tu.

#3. When AI can act, Who controls the AI? Nguyén Tudn Hung (VNPT Cyber Immunity)

Bai trinh bay khung AI Security Control Layer kiém soat xuyén sudt 5 tdng DATA,
PROMPT, MODEL, AGENT, TOOL v6i 4 nguyén tac DETECT, DECIDE, ENFORCE, AUDIT. Van
dé la firewall/IAM/DLP truyén thong khong 'hiéu' luéng prompt, context, agent va tool/
MCP, trong khi phap ly dit liéu cd nhan (Luat 91/2025/QH15, Nghi dinh 356/2025, phat toi
5% doanh thu) bat budc kiém soat khi AI dd hanh dong thay con nguoi. Két qua la kién
tric Al Guardrails hoan chinh: DLP check dau vao, policy theo ngudi dung/phong ban,
tool governance véi kill-switch va audit trail cho tirng hanh dong ctia AI Agent.

#18. Buffer Overflow trong Al - Tai sao Filter khong thé ciu chung ta? (v1.1 doi tén:
"Prompt Injection Bootcamp") Pinh Cong Thdi, Nguyén Son (Viettel Cyber Security)

Bai doi chiéu bai hoc memory safety (stack canary, NX/WAX, Rust) v6i bai todn prompt
injection va dé xuat kién tric moé hinh méi chéng prompt extraction. Van dé la cac filter/
detector (ké ca trudc GCG va NeuralExec, hai k§ thuat tdn cong t6i wu bang gradient) chi
'phét hién' chit khong bdo dadm vé mat kién tric rang data doc khong thé bién thanh
control. Két qua la dé xuat IMA (Instruction Memory Adapter): tach instruction channel
khoi token sequence, decoder cross-attention vao Instruction Memory, véi 1lap ludn I*
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khong thé bi invert tlr attention output nén prompt extraction vé mét kién truc la khong
theé.

#23. From Lab to Prod: MLOps Strategies for Securing Agentic Al Deployments
Nguyén Thu Thuy (Sophie), Chitta Group

Bai trinh bay chién lwgc dua agentic Al tlr lab 1én production an toan, mé dau bang su c6
that: agent doc PDF roi tw giti ndi dung noi bd ra ngoai, khong c6 CVE, khong 16 hong
code. Vin deé 1a agent mang State + Loop + quyén han khién méi ndi dung n6 doc déu cé
thé trd thanh chi thi (data becomes instruction), permission creep va trust chain qua MCP
bén thi ba, trong khi metric ha ting (latency/error) van xanh. K&t qua 1a khung 4 16p bét
budc (bounded delegation, tool boundary 3 muc vGi two-man rule, context isolation +
egress check, audit trail cé context_hash), cach do hanh vi bang drift detection, va huéng
nghién ctru stability gate do khoang cach hanh vi D so v6i phién ban da duyét bdo mat.

Chu dé 3 - Agentic AI van hanh SOC & phat hién

#4. Autonomous SOC: From Model Capabilities to Verified Autonomy Ddng Trdan Thdi
(VinSOC)

Bai trinh bay phwong phap xay dung Autonomous SOC vGi Al agent co situational
awareness, reasoning, planning va kha nang hanh dong bado mat trong vong lap khép kin
Perceiving, Reasoning, Planning, Acting, Verifying, Learning. Van dé la c4c rao can khi
trién khai: hallucination, prompt injection, Al quyét sai nhung van c6 quyén hanh dong,
tool abuse va thiéu co ché danh gid/xdc minh hanh dong. Két qua la kién truc Cyber
Intelligence Hub (chuan héa schema, entity relationship, data mining AI/ML véi trung
tam AI thong nhat) kém bd metrics chat lwgng, do tin cay lam baseline xac 1ap muc ty chu
cla agent.

#7. Agentic Cloud Detection & Response: From Alert to Action Pham Thé Thién (VSEC)

Bai trinh bay tich hgp Agentic Al vao quy trinh Cloud Detection & Response ctia VSEC, tlr
canh bdo dén hanh dong Ung phd trén moi truong multi-cloud. Van dé la SOC cloud
truyén théng qua tai (alert fatigue, log phan tan trén CloudTrail/VPC Flow/K8s/SaaS, alert
thiéu ngt canh, MTTD/MTTR cham) trong khi sy c6 cloud ting 60% va supply-chain
attack tang gap do6i (Wiz H1 2026). Két qua la vong lap Agentic Threat Intelligence hoat
dong thyc té: agent tw enrichment, correlate, trd verdict kém confidence va
recommendation cho tirng alert, giip gidm alert fatigue va tdng téc MTTD/MTTR vGi
human-in-the-loop & quyét dinh block/escalate/contain.

#10. Threat Hunting Lessons from the Field: A Practical Approach for Shifting from
Triage to Disruption James Murphy (Trellix)

Bai chia sé kinh nghiém threat hunting thiyrc chién tir Field CTO Trellix APJ], chuyén trong
tam tir triage alert sang disruption adversary. Van dé 1a hunting do bang so alert/query da
16i thoi; machines va Al x& 1y dir liéu cyc nhanh nhung van can con nguwoi quyét dinh
hunt cdi gi, vi sao tin hiéu quan trong va diéu tra di tiép dau. Két qua la phwong phap
hunting dya trén nhiéu tin hiéu két hop thay vi IOC don 1é, minh ching qua 2 case study
(campaign JSCeal nham Pong Nam A, phishing FIFA World Cup cta Bitter APT) cung dich
vu Trellix SecondSight.

#24. SOC in the age of AI Agent Bui buc Truong (Misa)
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Bai trinh bay kién tric Agentic SOC day du 4 tang (Knowledge Engine, Agent Layer,
Human Oversight, Tools & Integrations) va nguyén tac 'trust before autonomy'. Van dé la
SOC truyén thong bi bao mon béi dir liéu (200 triéu log/ngay, 200 alert/ngay, 25-30 phut/
alert) trong khi attacker breakout chi 27 giay, va harness chi gidm rai ro cht khong loai
bd. Két qua noi bat 1a use case Alert Triage closed-loop gidm 25-30 phut xuéng ~2 phut
(~93% nhanh hon) véi HITL, va triét ly governed autonomy: autonomy mé rong/thu hep
theo bang chirng, 'an Agentic SOC is a system, not just a model'.

Chu d@é 4 - AI Agent trong cong tac phan tich & khai thac 16 héng

#5. Combining Static Analysis, Symbolic Execution, and LLM for Vulnerability
Scanning Ngo Tran Quang Duy (CMC Telecom)

Bai trinh bay cach két hgp 3 ky thuat quét 16 hong (static analysis, symbolic execution,
fuzzing) v6i LLM diéu phéi thanh phuwong phap SAILOR. Van dé 1a moéi ki thuat déu co
diém yéu riéng: static analysis false positive cao (412 findings/target), symbolic execution
can harness viét tay va path explosion, fuzzing khong cham deep path. Két qua la
pipeline SAILOR (Static Analysis Informed and LLM-Orchestrated Symbolic Execution):
static analysis chi &#ng vién, LLM xay harness, symbolic execution chitng minh duong tGi
sink, kém demo va danh gia thang thin vé giéi han (vin phu thudc CodeQL, ASan chua
khédng dinh exploitability).

#16. HUNTing 0-day In Al Era Lé Thé Thang (LilThawg29), One Mount Group

Bai ké hanh trinh dung Al assistant san 0-day cho Pwn20wn Berlin 2026 (d6i Viét Nam
dau tién) trén target LiteLLM, Al Gateway ma 100% LLM traffic di qua. Van dé la chon
target va phuwong phap san bug khi thoi gian/nhan lwc ¢é han, cdng vai rii ro Al 'reward
hacking' (agent lach shortcut, chét trong 1-2,5 lwgt ma khong di ding 16 hong). Két qua 1a
2 chudi RCE unauthenticated hoan chinh: SQLi — Postgres superuser — file write —» admin
token seeding — sandbox escape — RCE root (~30 gidy), va Host Header Confusion —
control plane — privileged API key —» MCP stdio — RCE root, cuing phuong phap kiém
chung Al findings 4 16p.

#20. Ung dung AI Agent trong phan tich mi ddc - Skill, IOC, Deobfuscate Ta Ddng
Vinh, Nguyén Duy Binh (VNPT)

Bai trinh bay viéc chuin héa phan tich ma doc bang Al Agent thong qua bo Skill (file
Markdown quy dinh quy trinh) va MCP két n6i IDA Pro. Van dé la prompt ty do khién
agent bd budc, chon sai tool va két qua khé kiém ching, trong khi giai doan phén tich
ban dau (hash, strings, imports, I0C) ldp lai va ton thoi gian. Két qua 1a b skill hoat dong
v6i 5 playbook (pe_dotnet, apk, office_script, web_payload, unix_binary) cho output
chudn (AGENTS.md, REPORT.md, evidence, IOC) dugc thi nghiém trén mau lira déo that
bang Codex gpt-5.6-sol, véi khuyén nghi bat budc budc xac minh lai do chat lwgng phu
thudc nang luc mo hinh.

#22. Breaking Access Control with Fuzzer: Hunting for BAC Zero-Days Vii Chi Thanh,
Hoang Xuan Quan, Pinh Thai Son (VinSOC)

Bai trinh bay phuwong phap phat hién Broken Access Control (BAC, OWASP risk #1) bang
cach "ask the sink, not the response": theo doi diém kiém tra quyén trong runtime qua
debugger thay vi so sanh response gitta 2 phién. Van dé la so sanh response truyén thong
cho ra false positive ca hai chiéu, va nhiéu endpoint (nhw CVE-2026-49447 Cosmos Server)
khoéng mang id nao dé so sanh. Két qua la phuwong phap 5 stages (crawl, profile, replay,
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observe at sink qua JDWP/Delve, verdict) tim ra CVE that: UniFi OS CRITICAL 9.9 (chua
va) va CVE-2026-63479 (DevGuard), kiém chirng biang RUN 1/RUN 2 trén build c6 bug va
build da va.

#26. Read, Grep, Glob & Graph: Xay dwng AI Agent cho Code Review Qudc Hiing,
Nguyén Thanh Tung (FPT Smart Cloud)

Bai trinh bay kién truc AI agent code review t6i gidn chi véi 4 tools (Read, Grep, Glob,
Graph) van hanh production trén Kafka tai FPT Smart Cloud. Van dé la SAST sinh qué
nhiéu finding ma findings khéng dong nghia vulnerabilities, va grep/read thuan khong
trd 101 duoc 'cai gi di tdi cai gi' trén repository 16n (symbol trung tén, hang tram noi xuat
hién). Két qua la pipeline triage finding tw dong (scanner dua gid thuyét, agent luan giai
reachability/dataflow) véi step/tool budget thay token budget, demo case Snipe-IT
CVE-2025-63601 (agent tw kiém ching ZIP restore ghi PHP vao public/uploads qua
continue 2 bd qua extension guard) va cic kinh nghiém van hanh model opensource
(corrective feedback, chéng doom-loop).

Cht dé 5 - Nghién clru tan cong chuyén sau

#6. Navigating A New Cyber Reality — Bring Your Own EDR: How to turn EDR into a
Trojan Horse Lé Gia Quy (Akamai)

Bai trinh bay k¥ thuat BYOEDR: bién chinh agent EDR dugc bao vé bdi Windows PPL
thanh cta xdm nhap, trén bdi cdnh bung n6 API/AI bot (73% doanh nghiép khong biét
API nao tra dit liéu nhay cam). Van dé la PPL va cdc COM object cia EDR (SentinelHelper
cia SentinelOne) thiéu validation caller, cho phép local admin dump tién trinh PPL va
trich COM secrets dé inject vao Windows Defender. Két qud 1a chudi ky thuét dugc ching
minh end-to-end (exposed COM object — PPLSystem dump — COM secrets extraction —
unsigned DLL indicator.dll chay trong MsMpEng.exe, khac phuc 5 trd kién ki thuat), kem
khuyén nghi hardening compile static va dit liéu tir Glasswing/OpenAI TAC.

#12. Securing Connected Vehicles: From Automotive Pentesting to AI-Driven
Security Nguyén Dinh Manh, Nguyén Minh Ngoc (Vietsol)

Bai trinh bay thuc trang automotive security (xe 100+ ECU, 4 huéng tan cong: backend,
wireless, in-vehicle, MCU) va phuong phap pentest 6 td cia Vietsol. Van dé 1la bé mat tan
cong xe m@ rong qua autonomous driving, V2X, OTA, EV payment trong khi cic flow
'silent UX' (endpoint 4n khong c6 UI) khéng bao gio dugce pentest Ul-based cham tdi. Két
qué 1a 4 case study khai thac that (BOLA qua endpoint refresh_session an — account
takeover CWE-306 CRITICAL, UDS SecurityAccess seed 0XAA55 tinh — brute force 2 byte,
RF replay keyless, HID injection treo man hinh) va nén tdng CANPORT ty dong héa TARA/
pentest dat ISO/SAE 21434, gidm 20% effort, nhanh gap 3 lan orchestration.

#14. Tan cong chudi cung wng: Khi mai de doa xudt phat tir nguén tin cdy nhat Doan
Minh Long (VCSTD)

Bai trinh bay bitc tranh supply chain attack 2025-2026 chuyén dich sang Al agent & OIDC
(model, skill, MCP, trusted publishing vao chinh trust boundary). Van dé la attacker xam
pham trust boundary trudc (token CI khong revoke du, slopsquatting tén package Al 'bia’
ra, SKILL.md ddc hai, g6i npm typosquat) dé automation phan phéi impact sau. Két qua la
chudi thoi gian sy ¢6 TeamPCP 3/2026 (Trivy — LiteLLM v1.82.7/1.82.8 trén PyPI, stealer
SANDCLOCK, 2.500+ t6 chirc, 153 GB credentials), 3 CVE Al supply chain (ChromaDB
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CVE-2026-45829 pre-auth RCE, HF Transformers CVE-2026-4372/CVE-2026-5241), su cO
postmark-mcp BCC an, va kKhuyén nghi 'treat SKILL.md as code".

#15. When Async Programming Becomes A Real Risk: Weaponizing Coroutine To
Defeat Control-Flow Integrity Hoang Tién Minh (VinSOC)

Bai gidi thiéu CFOP (Coroutine Frame Oriented Programming), ky thuat hijack control-
flow méi dya trén coroutine frame cda C++20 nam trén heap. Van dé la Intel CET
(Shadow Stack + Indirect Branch Tracking) tuy tiéu diét ROP/JOP/COP nhung khong bao
vé coroutine frame, va moi né luc backward-compatibility véi CFI (nhuw coroutine) mé bé
mat tdn cong maéi. K&t qua la CFOP danh bai hardware-enforced CFI trén Windows/MSVC
va Linux x64/GCC (ARM64e PAC van chin dugc), cung framework cfopwn ty déng hoa
end-to-end exploit generation dung LLM prune control-flow trudc symbolic execution.

#21. ICMPWN - From PingPong to PingPWN, Using ICMP as a Covert C2 Channel
Nguyén Quang Minh, Pham Tién Manh (CyPeace)

Bai trinh bay icmpwn, C2 framework ty xay chay hoan toan trong ICMP khi moi
outbound TCP/UDP/DNS/HTTP bi chadn trong mot red team engagement that. Van dé la cac
tool san cé khong dap ng: icmpsh/Invoke-PowerShelllcmp chi 1a reverse shell khong ma
héa va dé bi log, CS-EXTC2 can Cobalt Strike 3.500 USD/nam, con Havoc/Sliver/Mythic
khong c6 ICMP transport. Két qua la framework full-featured: 9-byte header + AES-256-
GCM, multi-session (4-byte SESSION_ID), fragmentation theo RFC 792 v§i payload 1.472 B,
EDR bypass bang indirect syscall (ntdll tir dia), AMSI patch, ETW silenced, kém post-ex
BOEF, in-memory .NET, nanodump, SOCKSS5 over ICMP.

#25. Vibe Hacking: How AI Agent Gained Access to Thousands of TP-Link Tapo
Cameras Worldwide D6 Nhdt Thdi, Tran Lé Pang Khoi (/vibe/hack)

Bai ké cach dung Al agent (Codex + IDA Pro MCP) reverse engineering firmware TP-Link
Tapo C200 dé tim va khai thac 16 hong, tit firmware extraction (kém decryption bang tool
tp-link-decrypt) t6i RCE chain. Van dé la firmware IoT MIPS (Ingenic T23, Linux 3.10.14,
BusyBox) chira nhiéu attack surface khong ai ra, va prompting mo hoé ('find all the bugs')
khong hiéu qua bang prompt c6 workspace, setup, goal va moi truong test rd rang. Két
quad la 6 16 hong bdo TP-Link trong 2 ngay (15-16/04/2026), trong dé chubi
unauthenticated RCE hoan chinh: auth bypass qua cnonce rong — enable TMPD daemon
TCP/20002 — command injection qua MacTool tftp — reverse shell qua TFTP; TP-Link va
ngay 10/07/2026 va yéu cau 30 ngay trudc cong bo.

Chua dé 6 - Ma doc, ha tang C2 & diéu tra

#8. Phan tich hé sinh thai gian 1an chuyén khoan gia mao tai Viét Nam Bui Trong Hiéu
(Viettel Threat Intelligence)

Bai mo xé mot nan nhan that (cht quan dn thiy 'Giao dich thanh cong' gid) dé truy nguoc
toan bo hé sinh thai gian 1an chuyén khodn gid mao tai Viét Nam. Van dé 1la moi k§ thuat
gia bill/app déu khai thac diém mu gitta Presentation Layer va Data Layer, trong khi mo
hinh Fraud-as-a-Service (dwng web 2 triéu VND, thué tai khoan gia 60K/gi¢ — 25 triéu) ha
thap rao can k¥ thuat cho hang tram doéi twgng. Két qua la reverse engineering ha tang C2
trong strings.xml ctia APK (C2 HTTP, WebSocket 4321, Firebase, Telegram Bot,
x.chungchi.one), link-analysis 15 mo6i lién hé (email miltonfar****@gmail.com dang ky 16
tén mién), co ché app gia truy van API tra ciru tén chu tai khoan hop phap (endpoint /api/
app/find_bank), va khuyén nghi 4 nhém kém huéng truy vét dong tién doanh thu FaaS.
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#13. MustangPanda and PlugX: State-Sponsored APT or Cyber Mercenary? Trdn
Trung Kién (m4nOw4r)

Bai phan tich nhém APT MustangPanda va ma ddc PlugX tir géc nhin 10 nam lich s®, dat
cau hoéi day la cht nha nuwéc hay 'linh danh thué mang'. Van dé la ha tang va ky thuat cta
nhém tai s dung qua nhiéu chién dich (LNK loader, shellcode, DLL sideloading) khién
IOC cii nhanh 16i thoi, doi hoi quy trinh triage, deep dive va extractor ty dong héa co
kiém chung trén nhiéu mau. Két qua la bo script trich xuét config PlugX hoat dong trén
nhiéu mau méi (ké ca chudi 1ay qua multi-stage SVG), cung nhan dinh 'APT operators do
not need to remain invisible forever, they only need to remain undetected long enough to
achieve their objectives'.

#17. EtherHiding va EtherRAT: Lam dung Blockchain dé phan giai C2 va duy tri ha
tang ma doc Tran Trong Huy (BlueCyber)

Bai phan tich k§ thuat EtherHiding: malware luwu cdu hinh C2 trong smart contract
Ethereum/Polygon va doc qua JSON-RPC eth_call khong can vi, khéng gas. Van dé la 10C
tinh nhanh hét hiéu lyc khi C2 luan chuyén on-chain (majority vote trén 7-14 RPC song
song), dit liéu on-chain khong thé takedown, va 4 chién dich EtherRAT thuc té (Unit 42,
DFIR Report, Atos, Threat Labs/ClickFix) nham tir quan tri vién DevOps t&i nguoi dung
phé thong. Két qua 1a bo khuyén nghi phat hién theo hanh vi (cai Node.js bat thuong,
chudi cmd — node.exe — cmd/powershell, POST eth_call 1dp ky déu 30s/5 phut), danh gia
ding mic chan contract address (IOC t6t dé hunting nhung khong phai diém chan
mang), va k§ thuat NullReceiver gidu IP C2 trong truong to cda giao dich 0 ETH.

#19. OSINT hay stalk? Woman! Huynh Ngoc Khdnh Minh (Chong Lita Pao)

Bai ké case OSINT diéu tra to chitc toi pham (CASE-ORG-A) chi bang ngudn céng khai, qua
13 budc trong 4 chdng tir LinkedIn/GitHub t&i vong nguoi than. Van dé la founder khoa
tai khoan rat ky trong khi bé mit cong khai cta té6 chitc ndm & ngudi than nit (me/vg déi
tugng dang anh, tag, s6 nha, email kinh doanh), cung thach thitc quy mo6 khi hang chuc
tai khodn can ra tha céng. Két qua la xac dinh duwgc vong nhan sy mé rong, khép nhiéu
tai khodn ngan hang vdi ho hang hai bén, va dinh vi dia chi mot d6i twgng cam dau bang
do6i chiéu dit liéu ro ri da phat tdn, khong can cong cu trd phi hay quyeén truy cap dac biét.

#27. When AI Agents Become Scammers — Mo phong d6i khang da tic nhan dé phong
thi vishing tiéng Viét Nguyén Qudc Phu, Vii Tién Minh (VCS AILAB x AI4LIFE)

Bai trinh bay ViScambDial: thay vi sinh hdi thoai lira ddo thuan, xay chinh cdc scammer
agent doi khang vdi listener agent dé tao dit liéu hudn luyén detector vishing tiéng Viét.
Van deé la data paradox: cudc goi that chiwa PII khéong dung duogc, synthetic thong thuong
khong da dang, dit liéu dich tir tiéng Trung/Anh khong sat tap quan Viét Nam, va detector
dé bdo nham cudc goi xadc minh hgp 1é cla ngan hang. Két qua la VivoD (270M tham sé,
streaming detection nhan qud) bat 98,9-100% cudc goi lira ddo véi 5,5% bado nham (doi
thd GPT/Claude/Gemini: 42,7-97,3% bao nham theo biéu do), va két hop 417 cudc goi that
+12.886 hoi thoai ViScamDial dat 94,3% accuracy, 95,5% detection.



Bao cao ndi dung cac bai trinh bay - Security Bootcamp 2026

Quy tac cap nhat: khi mot bai c6 nhiéu phién ban, bdo cdo theo ban méi nhat va ghi
nhan khéc biét tai day; ban cii vin dugc lwu nguyén trong Presentations/ dé déi chiéu.

Phu luc - Phuong thirc Iap bao cao & dam bao tinh
khach quan

Quy trinh tao lap

Béo cdo duogc tao lap theo quy trinh tw dong hoéa cé kiém soat trén bo tai liéu goc, gobm
cac budc sau (moi budc déu chay trong moi truong container c6 1ap, tai lap dugc):

1. Thu thap dir liéu nguon. Toan bo 25 file slide cong khai (PDF/PPTX) dugrc tai tw dong
tt Google Drive chinh thitc cia ban t6 chitc bang céng cu mi nguén mdé gdown,
nguyén trang khong chinh sia, lwru tai Presentations/ .

2. Trich xuédt néi dung may doc. Moi file dwgc trich xudt vin ban bing thu vién
PyMuPDF (PDF) va python-pptx (PPTX) — hai cong cu doc theo cau truc file, khong qua
dién gidi cua con nguoi. Két qua luwu tai extracted/ vaGi danh diu trang/slide (=====
PAGE n =====, ===== SLIDE n =====) clung phan ghi chu dién gia ( [NOTES] ) d€ moi noi
dung déu truy vét ngwgc dwgc vé dung trang goc.

3. Boc tach hinh téng quan. Cac slide chita so do kién trudc, chudi tdn cong, agenda do
hoa dugc render ty dong & d6 phan giai cd dinh (110 dpi) thanh assets/figures/ , dat
tén theo quy uwdc fig-<sé bai>-<mdé ta>.png.

4. Tong hop theo chu dé. Noi dung 25 bai dwgc phan nhém vao 6 chi dé dva trén chia
dé tw khai cta tirng bai (agenda chinh thirc) thay vi ddnh gid chd quan cta nguoi
viét. Trinh ty trong tirng chu dé theo s6 tham luan.

5. Trich dan nguyén trang. S6 liéu dinh luong (ASR, detection rate, s6 CVE, s tién...), tén
CVE va lién két nguon dugc chép tu slide kem tén nguon ma slide tu ghi (CrowdStrike,
Wiz, Unit 42...), khong lam tron, khong suy dién ngoai pham vi slide.

Co ché dam bao tinh khach quan

Viéc khach quan héa dwgc thuc hién chi yéu bang x& 1y tw dong, han ché t6i da giao
dich tay:

* Khong bién tap lai 10i ngwoi néi. Van ban trong bao cdo trich tir 16p text mdy doc ctia
file gdc; cac cau trich dan tryc tiép (vi du "An Agentic SOC is a system, not just a model")
gilt nguyén nguyén van, ké ca khi cach dién dat cta dién gid khong chuin muc ngit
phap.

» Truy vét hai chiéu tw dong. Moi khang dinh dinh lugng trong bdo cdo déu ton tai
chudi truy vét: cau trong bao cdo — file .txt twong &ng — s6 trang/slide cu thé trong
file goc. Bat ky ai cling c6 thé kiém ching lai bang cong cu tim kiém thong thuong trén
thuw muc extracted/ .

* Phén tach dir liéu va dién giai. Noi dung twong thuat (bai noéi gi, van dé gi, két qua gi)
dugc tach khoéi phan danh gid; bado cdo khong cham diém, khong xép hang chat
lwgng cac bai trinh bay, khong b6 sung nhan dinh ngoai tai liéu nguon.
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« Xt 1y thong nhit bang kich ban. Cac phép bién déi vian ban (chuin hda diu gach
ngang, tach danh sach, autolink URL, sinh muc luc va anchor) dugc thyc hién bang
kich ban 1ap lai dugc, 4p dung cung mot luat cho moi bai, loai trir thién léch do chon
loc thd cong. Cac kich bdn nam trong qua trinh lam viéc va quy wdc duoc ghi lai trong
AGENTS.md .

* Gi6i han dit liéu nguén dwgc cong b6 minh bach. Tham luan #11 (Apple Secure
Kernel) va #13 (MustangPanda/PlugX) khéng cé slide cong khai; bdo cdo ghi nhan
trang thai nay & phu luc thay vi phédng doan noi dung tir tiéu de.

*» Da s6 s0 liéu mang tinh dan lai tir slide, khéng kiém chirng ddc 1ap. Bio cdo ghi rd
ngubn ma moi slide ty trich (néu c6) dé nguoi doc ty danh gia do tin cay; day la ranh
gigi trach nhiém ctia mot tai liéu tong hop, khac véi mot cudc kiém toan doc 1ap.

Pham vi va gi&i han trach nhiém

Tai liéu nay la ban tong hop thong tin phuc vu tra cttu ndi dung hoi thao, khong phai
van ban phép ly hay danh gid chuyén mon. Moi sé liéu, tuyén bo ky thuat va két qua
nghién cttu thudc veé tac gia cla tirng bai trinh bay va nguén ma ho trich dan.

Bdo cdo duwgc tong hop tir 25 bo slide goc (trong Presentations/ ) vdi phdn trich xudt text
tai extracted/ va hinh téng quan tqi assets/figures/. Xem README.md dé biét cdu triic
dit liéu va AGENTS.md dé biét quy wdc xit Ly.
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